(19) 



J 



Europiisches Patentamt 
European Patent Office 
Office europeen des brevets 



illlllililllllllllllllllilllllll 



(12) 



(43) Date of publicatbti: 

16.12.1998 Bulletin 1998/51 

(21) Application number: 98304128.6 

(22) Date of filing: 26.05.1998 



(11) EP 0 884 877 A1 

EUROPEAN PATENT APPLICATION 

(51) imci fr H04L 12/58, G06F 9/46 



(84) Designated Contracting States: 


(72) Inventors: 


AT BE CH CY DE DK ES Fl FR GB GR IE IT LI LU 


• Shioya, Maeahiro 


MC NL PT SE 


Sagamlhara-shl, Kanagawa-ken (JP) 


DdsignatGd Extension States: 


• Satoh, KenlchI 


AL LT LV MK RO SI 


Yokohama-ehi, Kanagawa-ken (JP) 




* NIshlda, Noriko 


(30) Priority: 27.05.1997 JP 136232/97 


Sagamlhara-shl, Kanagawa-ken (JP) 


(71) Applicant: INTERNATIONAL BUSINESS 


(74) Representative: Waldner, Philip 


MACHINES CORPORATION 


IBM United Kingdom Limited, 


Armonk, NY 10504 (US) 


Intel lectual Property Department, 




Hursley Park 




Winchester, Hampshire S021 2JN (GB) 


(54) Remote server contro 1 



rv 
a 

— \ 

8 
s. 



N 
CO 

00 
CO 

o 

Q. 

LU 



(57) According to the present Invention, a mobile 
agent is generated by a server at a remote location and 
processing results included in a mobile agent are ob- 
tained as an e-mail, while no special software is installed 
at a terminal. 

E-mails are sent from terminals 211 and 213 to a 
server 200. In the e-mails are written mail keywonds that 
include agent specify information, for specifying a mo- 
bile agent to be generated at the server, and template 
change information^ for controlling the processing con- 
tents of the mobile agent. The server 200 receives these 
e-mails and updates a specific agent generation tem- 
plate 347 based on the written mail keywords. According 
to the updated template, a mobile agent is generated 
and executed. The results obtained by the execution of 
the mobile agent are converted into a formatted e-mail, 
which then is sent to a requesting user orto another des- 
ignated receiver. 
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Field of the Invention 

s The present invention relates to an informatbn handling method, and in particular to a method for controlling a 

server at a remote location, or a method for receiving results obtained by processing performed by a server at a remote 
location. 

Description ol the Background 

10 

Conventionally, when remote control is to be exercised to use a resource at a remote location, special remote 
controlling software must be Installed in advance both In a machine to be remote controlled and In a machine to exercise 
the remote controlling. 

Many of the remote controlling machines that are currently available are designed for operaton in a variety of 
IS hardware and software environments, and some n^chlnes are operated by hardware or an OS that has restrictions. 
Therefore, a great expenditure ol effort is required to develop remote controlling software and to install tt on all these 
machines. 

In addition, since the same software versions must be installed on remote controlled machines and on those that 
exercise the remote controlling, a great expenditure of effort is also required to manage these machines. For example, 
20 before installing an upgrade version, the versions on all the remote controlling machines must be examined. 

If remote controlling software is developed tor specific platforms, types of machines to be remote controtted are 
limited by the use of software, and the multl-platfon^ operations that users demand can not be imp emented. 

When special remote controlling software is routinely installed in remote controlling machines, a certain amount 
of memory must be permanently allocated for ite storage, and this constitutes a perfomnance barrier, particularly to the 
25 downsizing of portable remote controlling machines. 

The above conventional problem also occurred in the agent technique field disclosed in "Mobile Computer Agent 
Version J1 .1 , Third Edition, published by IBM Japan, Ltd. in October 1 996 (SC88-31 62-00)" and Japanese Unexamined 
Patent Publication Nos. Hel 7-182174 and Hel 7-509799. 

The technique related to the present invention; which involves requesting a remote server to perform processing 
30 and then obtaining the processing result, is described in Japanese Unexamined Patent Publication No. Hei 9-22348 
and "Mobile Computer Agent Version J1.1, Third Edition, published by IBN/I Japan, Ltd. in October 1996 
(SC88-31 62-00); pp. 1-4 to 1-10 and pp. 16-1 to 15-8.* These documents disclose a technique whereby, as is shown 
in Fig. 13. a mobile agent, which holds information for designating a set of procedures to be execu:ed by a server, is 
sent by a terminal to a server, which in turn executes procedures stored in advance according to the designated infor- 
ms mation. 

However, the above technique requires a terminal having the capacity to prepare a file, and the installation of 
special software in the terminal. Particularly since a portable information lemninal (a smart phone or a PDA), which is 
a PHS phone that provides only an e-mail function and a simple input function, such as is performed with a numerical 
key pad and a set of function keys, can not handle a file, and since its storage area and input means are restricted, 
40 sending a request for the performance ol complicated processing to a server from such a terminal is impossible. Even 
a terminal that has an abundance of resources requires special software. 

Obiectives 

^5 It is therefore one object of the present embodiment of the invention to provide a computer system that can, by 

using only a currently installed e-mail system, control a program to be executed by a server, even when special remote 
controlling software is not available at a remote controlling terminal. 

It is anothersuch object:© provide a computer system that whWo not requiring special software, can obtain process- 
ing results from a remote ccntrolled server by using only a current e-mail system. 
50 It is an additional such object to provide a computer system that can remotely control a sen/er even when the 

memory capacity of a remote controlling terminal is small. 

It is a further object to provide a computer system that can remotely control a sen/er even when on an operating 
system there Is a restriction such that a renrtote controlling terminal can not handle a file. 

It is still another object to provide a remote controlling system whose employment is not dependent on the platform 
55 of a remote controlling terminal. 

It Is a still further object to reduce the Input required by a remote controlling terminal lor the exer2ise ol the remote 
control function. 

It is yet another object to provide a fast remote controlling system that reduces the quantity of data exchanged 
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between a remote control terminal and a rennote controlled server during a remote conlrotling operation. 

It is yet an additional object to provide a remote controlling system that can perform various desirable remote 
coritrolling processes. 

It is yet one further object to provide a remote controlling system that can dynamically alter a remote controlling 
s process currently desired by a user and execute it. 

It is one nr^re object to provide a computer system that can generate a nnobile agent on a netv/ork by using only 
the current e-mail system and without requiring special software, and that can obtain information at another site con- 
nected to the network. 

It is still one more object to provide a computer system that can generate a mobile agent on a network even when 
10 the meriiory capacity of a terminal thai issues a request for the execution of a process is small, and that can obtain 

information from another site connected to the network. 

It is yet one more object to provide a computer system that can generate a mobile agent on a network even when 

on an operating system there is a restriction, such that a terminal for issuing a request for the execution of a processing 

can not handle a file, and that can receive infomnation from another site connected to the network. 
IS It Is also another object to provide a computer system that can generate a mobile agent on a network without 

depending on the platform of a terminal that issues a request for processing, and thai can obtain information from 

another site connected to the network. 

It is also an additional object to simplify an input operation performed by a terminal when a mobile agent is generated 

on a network and information is obtained from another site connected to the network. 
20 It is also a further objec: to provide a fast remote controlling system for reducing the quantity ol data exchanged, 

between a terminal that issues a request tor processing and a server that generates a mobile gent, during an operation 

involving the generation of a mobile agent on a network, and for obtaining information from another site connected to 

the network. 

It is also yet another object to provkJe a computer syetem that can execute a variety of processes a user desires 
25 during an operation for generating a mobile agent on a network, and tliat can obtain information from another site 
connected to the network. 

It is also yet one more object lo provide a computer system thart can dynamically change the processing a user 
currently desires and can permit a mobile agent to execute 11, when a mobile agent Is generated on a network and 
information is obtained from another site connected to the network. 

30 

Summary of the Present Invention 

An e-mail originating at a terminal, such as a PDA, is sent to a server. Contained in such an e-mail are agent 
specify information, for specifying a mobile agent to be generated by a server, and a mail keyword that includes template 

55 change information for controlling the processing contents included in the agent. 

A plurality of different agent generation templates are prepared at the sen/er, and a specific agent generation 
template is updated in accordance with the mail keyword described in the e-mail. A mobile agent is generated, based 
on the updated template, ard executed. 

The processing results obtained by the mobile agent are converted into a formatted e-mail, which in turn is sent 

40 to the sender of a request or to another designated receiver. 

According to a first aspect of the present invention, provided is a method performed in a server, the server connected 
to a network and storing agent generation templates, for receiving an e-mail and for generating a mobile agent that is 
designated by agent generation template specific information and agent generation template change information that 
are included in the e-maiL the information handling method comprising the steps of: (a) detecting receiving of the e- 

45 mail in the server; (b) analyzing the template specific information and the template change information in the e-mail; 
(c) selecting, from among the agent generation templates stored in the seiver, an agent generattcn template corre- 
sponding to the analyzed template specify information; (d) changing contents of the selected agent generation template 
in accordance with the anafyzed template change information; (e) generating a mobile agent according to the changed 
agent generation lempble; (f) executing the rrtobile agent and obtaining processing results; (g) converting the process- 

50 ing results into a formatted e-mail; and (h) sending the resultant e-mail. 

According to a second aspect of the present invention, provided is a method performed in a server, the server 
connectsd lo a network and storing agent generation templates, for receiving an e-mail and for performing a process 
designated by template specify Intomnatlon, template change Information and agent server specific information that 
are included in the e-mail; ard by a mail keyword with included in a return address information, the information handling 

55 method comprising the steps of: (a) detecting receiving of the e-mail in the server: (b) analyzing Iho template specify 
Information, the template change Information and the agent sen/er specific information included In the e-mail, and the 
return address infonmation; (c) selecting, from among the agent generation templates stored in the server, an agent 
generation template corresponding to the analyzed template specify information; (d) changing contents of the selected 
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agent generation template according to the analyzed template change Information; (e) generating a mobile agent ac- 
cording to the changad agsnt generation template; (f) sending the mobile agent to an agent server corresponding to 
the agent server specify Infomriatlon; (g) obtaining processing results fronn the agent server; (h) converting the process- 
ing results intoa forrTBtted e-mail; and (i) sending the resultant e-mail to an address corresponding to the return address 
^ inlormation. 

According to a third aspect of the present invention, provided is a rmethod perfonndd in a server, the server con- 
nected to a network and storing a plurality of execution programs, for receiving an e-mail and for executing one of the 
plurality of execution programs according to an axacution program specific information in lha s-mail, the information 
handling method comprising the steps of: (a) detecting receiving of the e-nnail in the server; (b) analyzing types of the 

10 execution program specific information in the e-mail; and (c) beginning an execution program corresponding to a type 
of the analyzed execution program specify information. 

According to a fourth aspect of the present Invention, a method, performed in a server connected to a network 
generates a mobile agent from a received e-nnail, comprises the steps of: (a) detecting receiving of the e-mail in the 
server; (b) analyzing the e-mail and extracting agent generation information; and (c) generating a mobile agent ac- 

'5 cording to the extracted agent generation Infomnatlon. 

According to a fifth aspect of the present invention, provided is a method performed in aserver, these rverconnected 
to a network, for receiving an e-mail and for generating a mobile agent by using agent template specific information 
included in the e-mail, the information handling method comprising the steps of: (a) detecting receiving of the e-mail 
in the sen/er; (b) analyzing the agent template specific information in the e-mail; and (c) generating a mobile agent 

20 according to the analyzed agent template specify information. 

According to a sixth aspect of the present invention, provided is a method whereby the contents of a stored temp late 
on a server connected to a network are changed by template change information included in a received e-mail, the 
method comprising the steps of: (a) detecting receiving of the e-mail in the server; (b) analyzing the template change 
information in the e-mail; (c) changing the contents of a template stored in the eerver according to the analyzed template 

25 change infonmation; and (d) generating a program according to the changed template. 

According to a seventh aspect of the present invention, the template change information are either (a) receiver 
information concerning resuts obtained by executing the program; (b) sub-routine specific infonmation constituting one 
part of the program; (c) argument information employed by the program; (d) additional information relative to the results 
of the program; or (e) resource specific information for a resource executing the program. 

30 According to an eighth aspect of the present invention, provided is a method of changing contents of a program 

stored on a server connected to a network using program attribute change information in a received e-mail the method 
comprisingthe steps of: (a) detecting receiving of thee-mail in the sen/er; (b) analyzing the program attrib Jte information 
in the e-mail; and (c) changing the contents of a program attribute stored in the server according to the analyzed 
program attribute change information. 

35 Accordingtoa ninth aspect of the present invention, the program attribute change information are either (a) receiver 

information concerning resu ts obtained by executing the program; (b) sub-routine specific informatior constituting one 
part of the program; (c) argument infonmation employed by the program; (d) additional infornnation relative to the results 
of the program; or (e) resource specific information for a resource executing the program. 

According to a tenth aspect of the present invention, provided is a method performed in a server connected to a 

40 network converts agent processing results held by the sen/er into an e-mail and sends the e-mail, the method com- 
prisingthe steps of: (a) detecting receiving of the agent processing results in the server; (b) adding the agent processing 
results to an e-mail receiver information stored in the sen/er and converting resultant data into afonnat for an e-mail; 
and (c) sending the e-mail in the obtained format to the e-mail receiver 

According to an eleventh aspect of the present invention, provided is a method perfonried in a server connected 

45 to a network converts agent results obtained by a program executed by the server into an e-mail and sends the e-mail, 
the method comprising the steps of: (a) detecting receiving of the results obtained by the piogiam at the server; (b) 
adding the agent processing results to an c-mail rcccrver infonmation stored in the server and converting resultant data 
into a fomnat for an e-mail; and (c) sending the e-mail in the obtained format to the e-mail receiver 

According to a twelfth aspect of the present invention, provided is a server, connected to a network to which a mail 

50 handler sends an e-mail having a format obtained by conversion and storing a plurality of agent generation templates, 
the server comphsing: (a) a mail handler for detecting receiving of an e-mail having a nnail keyword that includes agent 
generation template specific information and agent generation template change information sent from a temninal; (b) 
a mall Interpreter for analyzing the template specific Inforrmtlon and the template change Infomnatlon Included In the 
e-mail: and for selecting, from among the agent generation templates stored in the server, an agent generation template 

55 that corresponds to the analyzed template specify infomnatlon; (c) an agent sender for changing contents of the selected 
agent generatbn template according to the analyzed template change Information, and for generating a mobile agent 
according to the changed agent generatbn template; (d) a client agent manager for sending the mobile agent and 
obtaining processing results; and (e) a mail sender for converting the processing results into a format for an e-mail. 
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According to a thirteenth aspect of the present invention, provided is a server, connected to a network to which a 
mail handler sends an 9-mall, having a fonmat obtained by conversion, to a client corresponding to return address 
Information, and storing a plurality ot agent generBlion templates, the server comprising: (a) a mall handler for detecting 
when an e-mail containing a mail keyword, which includes template specify infomnation, template change infomnation. 
agent server specific information and return address information, is sent from the client to the server; (b-1) a mail 
interpreter for analyzing the template specify information, the template change infomnation. the agent sender specific 
information and the return address information contained in the e-nnail, (b-2) for selecting, from among the agent gen- 
eralbn templates stored in the server, an agent generaiion template corresponding to the analyzed template specify 
Information, and (b-3) for ctianging contents of the selected agent generation template according to the analyzed 
template change information; (c) an agent sender for generating a mobile agent according to the changed agent gen- 
eration template; (d-1) a client agent manager for sending the nnobile agent to an agent server that corresponds to the 
agent sen/er specify Information, and (d-2) for receiving processing resultsfronn the agent server; and (e) a mail sender 
for converting the processing results into a format for an e-mail. 

According to a fourteenth aspect of the present invention, provided is a server, connected to a network and storing 
a plurality ot execution programs, Tor receiving an e-mail and for pertonming one of the plurality of execution programs 
according to an execution program specific information in the e-mail, the server comprising: (a) a mail harxJIer for 
detecting receiving of the e-nail in tlie server; (b) a mail interpreter for analyzing types of the execution program specific 
information in the e-mail; arxd (c) means for beginning an execution program corresponding to a type of the analyzed 
execution program specify information. 

According to a fifteenth aspect of the present invention, a server, connected to a network and generates a mobile 
agent from a received e-mail, comprising: (a) a mail handler for detecting receiving of the e-mail in the server; (b) a 
mail interpreter for analyzing the e-mail and extracting agent generation information; and (c) an agent sender for gen- 
erating a mobile agent according to the extracted agent generation infomnation. 

According to a sixteenth aspect of the present invention, provided is a server connected to a network, for receiving 
an e-mail and for generating a mobile agent by using agent template specific information in the e-nnail, the sen/er 
comprising: (a) a mail handler for detecting receiving of the e-mail in the server; (b) a mail interprete' for analyzing the 
e-mail and for analyzing the agent template specific information in tlie e-mail: and (c) a mail sender for generating a 
mobile agent corresponding to the analyzed agent template specify Inlornnation. 

According to a seventeenth aspect of the present invention^ provided is a server, connected to a network, for 
receiving an e-mail and for changing the contents of a template by using template change information included in the 
e-mail: the server comprising: (a) a mail handler tor detecting receiving of the e-mail in the sen/er; (b-1 ) a mail interpreter 
for analyzing the e-mail and for analyzing the template change information in the e-mail, and (b-2} for changing the 
contents of a template stored in the server according to the analyzed template change information; and (c) means for 
generating a program according to the changed template. 

According to an eighteenth aspect of the present invention, the template change information are either (a) receiver 
infonnation concerning resu ts obtained by executing the program; (b) sub-routine specific information constituting one 
part of the program; (c) argument infomnation employed by the program; (d) additional information relative to the results 
of the program; or (e) resource specific information for a resource executing the program. 

According to a nineteenth aspect of the present invention, provided is a server, connected toanetworK for receiving 
an e-mail and for changing the contents of a program by using program attribute change information in the e-mail, the 
server comprising: (a) mail handler for detecting receiving of the e-mail in the server; (b) a mail interpreter for analyzing 
the program attribute change information in the e-mail; and (c) means for changing the contents of a program attribute 
stored in the server according to the analyzed program attribute change infomnation. 

According to a twentieth aspect of the present invention, the program attribute change information are either (a) 
receiver information concerning results obtained by executing the program; (b) sub-routine specific information con- 
stituting one part of the program; (c) argument information employed by ttie program; (d) additional infonnation relative 
to the results of the program; or (c) resource specific infonnation for a resource executing the program. 

According to a twenty-first aspect of the present invention, provided is a server for converting agent processing 
results into an e-mail andfor sending the e-mail, the server comprising: (a) a client agent managerf or detecting receiving 
of the agent processing results in the sen/er; (b) a mail sender for adding the agent processing results to an e-mail 
receiver information stored in the server and for converting resultant data to obtain a format suitable for an e-nnail; and 
(c) a mail handler for sending the e-mail in the obtained format to the e-mail receiver. 

According to a twenty-second aspect otthe present Invention, provided Is a computer readable memory containing 
a computer executable program in a server, the server connected to a network and storing agent generatk>n templates, 
for receiving an e-mail and for generating a mobile agent that is designated by agent generation template specific 
Information and agent generation template change information in the e-mail, the Information handling program com- 
prising: (a) program code for instructing the server to detect receiving of the e-mail in the sen/er; (b) program code for 
instructing the server to analyze the template specific information and the template change informatbn in the e-mail; 
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(c) program code for instructing the server to select, from among the agent generation templates stored in the server, 
an agent gsngration template corrgsponding to the analyzed template specify information; (d) program code for in- 
stfucting the server to cliange contents of the selected agent generation template according to the analyzed template 
change information; (e) program code for instructing the server to generate a mobile agent according lo the changed 

5 agent generation template; (f) program code for instructing the server to execute the mobile agent and to obtain process- 
ing results; (g) program cocg for instructing the server to convert the processing results into a format for an e-mail; 
and (h) program code lor instructing the server to send the resultant e-mai!. 

According to a twenty-third aspect of the present invention, provided is a computer readable memory containing 
a computer executable program in a server, the server connected to a network and storing agent generation templates, 

10 for receiving an e-mail and for performing a process designated by template specify information, template change 
information and agent server specific information that are included in the e-mail, and by a mail keyword that includes 
return address infomnatlon, the information handling program comprising: (a) program code for instructing the server 
to detect receiving of the e-mail in the server; (b) program code for instructing the sen/er to analyze the template specify 
infomnation, the template change information, the agent server specific information and the return address information 

'5 In the e-mall; (c) program code for Instructing the server to select, from among the agent generation templates stored 
in the server, an agent generation template corresponding to the analyzed template specify information; (d) program 
code for instructing the server to change contents of the selected agent generation template according to the analyzed 
template change information; (e) program code for Instructing the server to generate a mobile agent according to the 
changed agent generation template; (f) program code for instructing the server to send the mobile agent to an agent 

20 sender corresponding to the agent server specify information; (g) program code for instructing the server to obtain 
processing results from the agent server (h) program code for instructing the sen/er to convert the processing results 
into a format for an e-mail; and (i) program code for instructing the server to send the resultant e-mail to an address 
corresponding to the return address information. 

According to a twenty-fourth aspect of the present invention, provided is a computer readable memory containing 

25 a computer executable program in a server the server connected to a network and storing a plurality of execution 
programs, for receiving an e-mail and for executing one of the plurality of execution programs according to an execution 
program specific informatior in the e-mail, the information handling program comprising: (a) program code for instruct- 
ing the server to analyze the e-mail and to extract the execution program specific information in the e-mail; and (b) 
program code for instructing the server to begin an execution program corresponding to a type of the extracted exe- 

30 cution program specify infonnnation. 

According to a twenty-fifth aspect of the present invention, provided is a memory medium storing a program used 
by a server, connected to a network and generates a mobilo agent from a received e-mail, the program comprising: 
(a) program code for instructing the sender to detect receiving of the e-mail in the server; (b) program code for instructing 
the server to analyze the e-mail artd to extract agent generation information; and (c) program code for instructing the 

35 server to generate a mobile agent according to the extracted agent generation informal bn. 

According to a twenty-sixth aspect of the present invention, provided is a memory medium storing a program 
executed by a sen/er, connected to a network; for receiving an e-rT\ail and for generating a mobile agent by using agent 
template specific information in the e-mail, the informatron handiing program comprising: (a) program code for instruct- 
ing the server to detect receiving of the e-mail in the server; (b) program code for instructing the 3er«/er to analyze the 

40 agent tempiate specific inlornoation in the e-mail; and (c) program code for instructing the server to generate a mobile 
agent corresponding to the analyzed agent template specify infomnation. 

According to a twenty-ssventh aspect of the present invention, provided is a memory medium storing a program, 
with which the contents of a tempiate stored in a server connected to a network are changed by using template change 
information included in a received e-maiL the program comprising: (a) program code for instructing the server to detect 

45 receiving of the e-nnail in the sen/er; (b) program code for instructing the server to analyze the template change infor- 
mation in the e-mail; (c) program code for instructing the server to change the contents of a template stored in the 
server according to the analyzed template change information; and (d) program code for instructing the scn/cr to 
generate a program according to the changed template. 

According to a twenty-eighth aspect of the present invention, the template change information are either (a) receiver 

50 infomiation concerning resu ts obtained by executing the program; (b) sub-routine specific information constituting one 
part of the program; (c) argument infomnation employed by the program; (d) additional information relative to the results 
of the program; or (e) resource specific information for a resource executing the program. 

According to a twenty-ninth aspect of the present Invention, provided Is a memory medium storing a program, with 
which the contents of a program stored on a server connected to a network are changed by program attribute change 

55 inlormation in a received e-maW, the program comprising: (a) program code for instructing the server to analyze the e- 
mail and to extract a program attribute change inlormation In the e-mail; and (h) program code for Instructing the server 
lo change the contents of a program attribute stored in the sen/er according to the extracted program attribute change 
information. 
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According to a thirtieth aspect of the preaeni invention, the program attribute change infomnalion are either (a) 
rec9ivQr information concerning results obtained by executing the program; (b) eub-routino specific infomnation con- 
stituting one part of the program; (c) argument information employed by the program: (d) addltionai information relative 
to the results of the program; or (e) resource specific information for a resource executing the program. 

5 According to a thirty-first aspect of the present invention, provided is a memory medium storing a program, with 

which a server connected tc a network converts agent processing results held by the server into an e-mail and sends 
the e-mail, the program corrprising: (a) program code for instructing the sender to detect receiving of the agent process- 
ing results in the server; (b) program coda for instructing the server to add the agent processing results to an e-mail 
receiver information stored h the server and to convert resultant data into an e-mail fomnat; and (c) program code for 

10 instructing the sender to sand the e-mail in the obtained format to the s-mail receiver. 

According to a thirty-second aspect of the present invention^ provided is a memory medium storing a program, 
with which a server connected to a network converts agent results obtained by a program executed by the sen/er into 
an e-mail and sends the e-mail, the program comprising: (a) program code for instructing the server to detect receiving 
of the results of the progran by the server; (b) program code for instructing the server to add the agent processing 

>s results to an e-mail receiver intornoatlon stored In the server and to convert resultant data Into an e-mall format; and 
(c) program code tor instructing the server to send the e-mail in the obtained fornnat to the e-nnail receiver. 

According to a thirty-third aspect of the present invention; provided is a computer readable memory containing a 
computer executable information handling program in a sender, the server connected to a network and storing a plurality 
of execution programs, for receiving a voice signal and for executing one of the plurality of execu:ion programs ac- 

20 cording to an execution program specific informatbn included in the voice signal, the information handling program 
comprising: (a) program code for instructing the server to analyze the voice signal and to extract the execution program 
specific information included in the voice signal; and {b] program code for instructing the server to begin an execution 
program corresponding to a type ol the extracted execution program specify information. 

According to a thirty-fourth aspect of the present invention, provided is a memory medium storing a program with 

25 which the contents of a program stored in a server connected to a netvyork are changed by program attribute change 
information included in a received voice signal, the program comprising: (a) program code for instructing the server to 
analyze the voice signal and to extract the program attribute change Information included in the voice signal; and (b) 
program code tor instructing the sen^^er to change the contents of a program attribute stored in the server according 
to the extracted program attribute change infomnation. 

30 According to a thirty-fifth aspect of the present invention, provided is a computer readable memory containing a 

computer executable program in a server, the server connected to a network and storing a plurality of execution pro- 
grams, for receiving a FAX signal and for executing one of the plurality of execution programs according to an execution 
program specific information included in the FAX signal, the information handling program comprising: (a) program 
code for instructing the server to analyze the FAX signal and to extract the execution program specific information 

35 included in the FAX signal; and (b) program code for instructing the sender to begin an execution program corresponding 
to a type of the extracted execution program specify information. 

According to a thirty-sixth aspect of the present invention, provided is a memory medium storing a program, with 
which the contents of a program stored in a server connected to a network are changed by program attribute change 
information included in a received FAX signal, the program comprising: (a) program code for instructing the server to 

^ analyze the FAX signal and to extract the program attribute information in the FAX signal; and (b) program code for 
instructing the server tc change the contents of a program attribute stored in the server according t9 the extracted 
program attribute change information. 

Brief Description of Drawings 

45 

Fig. 1 is a block diagram illustrating one example hardware arrangement for a remote controlled machine or a 
slave server according to the present invention. 

Fig. 2 is a diagram illustrating an example operating state of the present invention. 

Fig. 3 is a block diagram illustrating the arrangement of a rrtail proxy according to the preferred embodiment of the 
50 present invention. 

Fig. 4 is a diagram showing a user interface consisting of a mail proxy manager main window according to the 
embodiment of the present invention. 

Fig. 5 Is a diagram showing a user Interface tor a line setup according to the embodiment of the present Invention. 
Fig. 6 is a diagram showing a user interface for a property setup according to the embodiment of the present 
ss invention. 

Fig. 7 is a diagram showing a user interface for a template registration according to the embodiment of the present 
invention. 

Fig. 8 is a diagram showing another user interface for a template registration according to the embodiment of the 
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present invention. 

Fig. 9 is a diagram showing a user inlerface tor user registration according to the embodiment of the present 
invention. 

Fig. 10 is a diagram showing another user interface lor user registration according to the embodiment of the present 
5 invention. 

Fig. 11 is a tlowchart showing the processing performed, from the time an e-mail is received until a mobile agent 
is sent, according to the emoodiment of the present invention. 

Fig. 12 is a flowchart showing the processing performed, from the time processing results included in a mobile 
agent are received until an e-mail is sent, according to the embodiment of the present invention. 
10 Fig. 13 is a conceptual diagram showing the operating state of a conventional agent processing system. 

Description ot the Preferred Embodiment 

The preferred embodiment of the present invention will now be described while referring to the accompanying 

'5 drawings. Fig. 1 1s a schematic diagram Illustrating one example hardware arrangement ot a remote controlled machine 
(a slave server) that is employed for the present invention. A slave server 1 00 includes a central processing unit (CPU) 
1 and a memory 4. The CPU 1 and the memory 4 are connected via a bus 2 to a hard disk drive 1 3 that is an auxiliary 
storage device. A floppy disk drive (or a memory medium driver, such as an MO and a CD-ROM) 20 is connected via 
a floppy disk controller 1 9 (an IDE controller or a SCSI controller) to the bus 2. 

20 A floppy disk (or a memory medium, such as an MO or a CD-ROM) is inserted into the floppy d sk drive (or into a 

memory medium driver, such as one for an MO or a CD-ROM disk) 20. Code for a computer program can be recorded 
on the floppy disk or the hard disk drive 13, or in a ROM 14, so that the computer program interacts with an operating 
system and provides commands for the CPU 1 to accomplish the present invention. This computer program is loaded 
into the memory 4 and is executed. The computer program code can also be compressed, or can be divided into a 

25 plurality of segments, and can be recorded on a plurality of media. 

The slave server 100 also has user interface hardware, with which are connected a pointing device (a mouse or 
a joystick) 7 or a keyboard 6 for data input, and a display 1 2 for providing visual data for a user In addition, it is possible 
to connect a printer via a parallel port 16 and a modem via a serial port 15. The slave server 100 can be connected to 
a network via the serial port 15 and the modem, or via a communication adaptor 18 (the Ethernet or a Tokenring card); 

30 for communicating with another computer. 

A voice signal, which is obtained by DVA (digital/anatog) conversion of an audio controller 21 , is sent via an amplifier 
22 to a loudspeaker 23, through which the voice signal is released as sound. The audio controller 21 can perform A/ 
D (analog/digital) conversion of a voice signal received from a microphone 24, and can fetch external audio data into 
the system. 

35 As is described above, it can be easily understood that the slave server 100 may be provided by a communication 

terminal having a communication function, such as a common persona! computer (PC), a workstation, a notebook PC. 
a palmtop PC or a network conrputer or by a combination of such tenminals. It should be noted that the above com- 
ponents in Fig. 1 are only examples, and that not all of them are required for the present invention. 

Particularly since the above described hardware arrangement is required for a user to execute a designated pro- 

40 gram, theaudiocontroller 21, the amplifier 22. the loudspeaker 23 and the microphone 24, which a re required for audio 
processing; the keyboard 6. the mouse 7 and a keyboard/mouse controller 5, which permit direct input by an operator; 
the CRT 1 2; a display device 11 , a VRAM 9 and a VGA 8, which provide visual data for a user; and varbus memory 
medium processors 19, 25 and 27 are not requisite components. 

Various possible modifications of the components of the slave server 1 00 would be readily appa'ent to one having 

45 ordinary skill in the art. For example, a plurality of machines would be combined and functbns could be distributed 
among these machines for the execution of an operation. These modifications are included in the subject of the inven- 
tion. 

As wsllasthe slave server 100, a remote controlling terminal (a master controller 210 in Fig. 2) used for the present 
invention can be provided by using the same hardware as is shown in Fig. 1. That is, the master controller 210 needs 

50 only input a mail keyword and send it as an e-mail It can theretore be easily understood that the master controller 210 
may be provided by a comnrwn personal computer (PC), a workstation, a notebook PC, a palmtop PC, an electronic 
home appliance, such as a television incorporating a computer, a game machine including a communication function, 
or a communication tennlnal having a communication function, such as a telephone, a facsimile machine, a portable 
telephone^ a PHS phone or an electronic notebook, or by a combination of such devces. 

55 These hardware components are only examples and not all of them are required for the present invention. In 

particular, as a smart phone such as "Datascope" by Kyocera or 'Pinocchio" by Panasonic, that has only a telephone 
and display output function and a communication function for e-mail is used as a master controller, the preferred em- 
bodiment of the present invention does not necessarily require the audio controller 21 , the annplifier 22, the loudspeaker 
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20 and the microphone 24, which are required for audio procesaing; the keyboard 6. the mouse 7 and the keyboard/ 
mouse controller 5. which permit direct input by an operator; the CRT 12, the display device 1 1 , the VRAM 9 and the 
VGA 8. which provide visua data for a user; and the memory medium processors 19. 25 and 27. 

An operating system for the slave server 1 00 can be: one supporting a GUI multi-window environment as standard 
such as Windows NT (trademark of Microsoft Corp.), Windows 95 (trademark of Microsoft Corp.), Windows 3.x (trade- 
mark of Microsoft Corp.), OS/2 (trademark of IBM Corp,), MacOS (trademark o1 Apple Inc.) or the X-WIN DOW system 
(trademark of MIT) on AIX (trademark of IBM); one having a character based environment, such as PC-DOS (trademark 
of IBM Corp.) or MS-DOS (trademark of Microsoft Corp.); or an OS installed in a network computer, for example, a 
real time OS such as OS/Open (trademark of IBM Corp.) or Vx Works (trademark of Wind River Systems, Inc.), or 
JavaOS. In other words^ Ihe operating system for the master controller 100 is not limited to a specific operating system 
environment. 

An operating system for the master controller 210 can also be: one supporting a GUI muttl-wlndow environment 
as standard, such as Windows NT (trademark of Microsoft Corp.). Windows 95 (trademark of Microsoft Corp.), Windows 
3.x(trademarkof Microsoft Corp.), OS/2 (trademark of IBM Corp.), MacOS (trademark of Apple Inc.) or the X-WIN DOW 
system (trademark of MIT) on AIX (trademark of IBM); one having a character based environment, such as PC-DOS 
(trademark of IBM Corp.) or MS-DOS (trademark o1 Microsoft Corp.); an OS installed in a network computer, for ex- 
ample, a real time OS such as OS/Open (trademark of IBM Corp.) or Vx Works (trademark of Wind River Systems, 
Inc.), or JavaOS; or a chip card OS used in "Datascope." In other words, the operating system for the master controller 
210 is not limited to a specific operating system environment. 

B. System configuration 

The system configuration in the preferred embodiment of the present invention will now be described while referring 
to Fig. 2. In this embodimert, a portable information terminal (temnlnal) 210 acts as a PHS phone or a portable tele- 
phone, and can access a server 200 connected lo a network 225. In this embodiment a mail proxy 300 and an agent 
server 230 are activated on an OS (operating system) 220 of the server 200. 

The mail proxy 300 generates a mobile agenl 240 from data in an e-mail received from the temninal 210, and sends 
the mobile agent 240 to the agent server 230. An agent manager 231 in the agent server 230 analyzes the contents 
of the mobile agent 240. And in accordance with the analysis: the agent manager 231 accesses a host computer 260, 
a Notes server (a trademark of Lotus Corp.) 270, or a home desktop PC 280. and acquires data [e.g. , data in a customer 
database held by the host computer, schedule data for a supervisor or the Internet/Intranet data held by the Notes 
server, or reference material for a meeting prepared by the home desktop computer). 

The agent manager 23' sends the acquired data to the mail proxy 300 in the form of a mobile agent 245 Upon 
receipt of tfie mobile agent 245, the mail proxy 300 converts it into an e-mail form, and sends it to the temninal 210. 

In the preferred embodiment of the present invention, the mail proxy 300 is added to the current agent processing 
system to implement the present invention. However, the concept of the present invent en is not limited lo this appli- 
cation. For example, the present invention can be accomplished by providing the agent manager 231 the function of 
the mail proxy 300, and by mounting the mail proxy 300 and the agent server 230 on separate machines. 

Fig. 3 is a functional block diagram illustrating the system configuration of the mail proxy 300 in the prefen'ed 
embodiment of the present invention. In this embodiment, the mail proxy 300 includes mail handlers 310 and 320, a 
mail API 330. a mail proxy manager 340, a client API 360, and a client agent manager 370. 

An initialization/termination controller 351 performs a preprocess to activate the mail proxy 300, and prepares 
windows for the mail proxy 300; activates individual components of the mail proxy 300, the client agent manager 370, 
and the mail handlers 31 0 ard 320; performs a post-process for removing the mail proxy 300; and destroys the windows 
and the components ol the mail proxy 300, the client agent manager 370, and the main handlers 310 and 320. 

When the mall proxy 300 is activated and the state of the mobile agent 245 at the mail proxy 300 is changed (when 
a mobile agent is received, a sending error occurred or an c-mail is being prepared), a mai! proxy manager main 359 
displays or changes the state in the window of the mail proxy 300, and also provides a user interface. In Fig. 4 is shown 
a mail proxy manager main window 500. With such a interface for displaying the state of the mobile agent 245. the 
state of the mobile agent can imnr^dialely be understood by a user 

A configuration 345 provides the configuration required by the mail proxy 300. In this embodiment, the following 
configuration is provided. 

1. A subscriber table data 349 in which users are registered is stored for use by the mail proxy 300. 

In this embodiment, a user ID registered in the agent server 230 is correlaled with an alias and an address for mail 
sending (access Information, such as a telephone number or an e-mail address), and a user ID registered In the 
agent server 230 is correlated with a password used in oommon to authenticate terminals 211 and 213. 

2. A template 347 is stored for use by the mail proxy 300. 
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3, A modem and a property can be constituted (for example, the settings for a modem shown in Figs. 5 and 6, and 
an option setup, such as the number of retries when mail is sent by the mail proxy 30O). 

A mail interpreter 341 analyzes an agent mail keyword written in the body of an e-mail, and generates a new 
s template by changing of the template 347 or adding it. In the embodiment of the present invention, the agent generation 
template is employed to generate a mobile agent. However, in the mode where the mail keyword of the e-mail is used 
to change the attribute o1 a program to be executed in the server 200, the template is not employed; and based on the 
analyzed mail keyword, source coda for the program in the server 200 can be updated to generate an execution module, 
or the execution module can be updated directly. 
10 Based on the new template received from the nr^ail interpreter 341 , an agent sender 343 specifies a program 

registered in advance, and updates the contents of the program. This program may be either a common program 
executed In the server 200. or a program tor generating a mobile agent that acquires data from another site on the 
network. 

When the agent generation program is designated, the agent sender 343 employs a new template received from 
IS the mall Interpreter 341 , and prepares a nrrablle agent by using a client API 360. 

An agent monitor 353 uses the client API 360 to periodically examine the queue of a client agent manager 370 to 
determine whether or not a mobile agent is present. 

A maii sender 355 extracts, from a mobile agent, data that includes the results of processing and the results 
obtained by the execution of a common program and that serves as the body of an e-mail. Data for an address to which 
20 processing results are to be sent Is sent to the mail handlers 310 and 320. 

The mail handlers 310 and 320 include main handlers 31 Sand 323, and protocol engines 311 and 321 . The protocol 
engines 311 and 321 analyze and process the protocol for mail sent by the terminal and later, recovers it as an e-nr^il. 
Specifically, a set of data received via a communication line is analyzed and processed accorcling to the protocol. Then, 
the set of data is recovered in the form of an e-mail and a file is generated. 
25 The protocol engines 311 and 321 transmit notification of the arrival of an e-nnail to the main handlers 313 and 323. 

The main handlers 313 and 323 extract the body portion of the e-mail received at the mail proxy 300, from which 
the header portion is removed, and sender information, which is included in the header portion, and send the body 
portion and the sender information via the mail API 330 to the mall interpreter 341 . The main handlers 313 and 323 
also prepare an e-mail using the body portion and the destination information corresponding to the process results, 
30 and send the e-mail to the designated address. 

The main handlers 31 3 and 323 extract the body portion of the e-mail, from which the header portion is removed, 
and the sender information, which is included in \bo header portion, and send them via tho mail API 330 to the mail 
interpreter 341. 

In the preferred embodiment of the present invention, a plurality of mail handlers 310 and 320 can be operated in 
35 parallel, and the mail API 330 absorbs the timing differences between the mail handlers when they are operated in 
parallel. 

The client agent manager 370 processes a request from a client API^ sends a mobile agent to a designated location, 
and obtains the results of processing. 

Although the functional blocks in Figs. 2 and 3 have been explained, these functional blocks are logical, and are 
40 not meant to be constituted by a set of hardware or software components, but can be constituted by compounded or 
comnnon hardware and software components. Not all the functional blocks in Figs. 2 and 3 are required for the present 
invention. For example, if authentication of a sender is not performed, the subscriber table 349 is not required, and if 
an API for facilitating the exchange of an e-mail is provided to support Internet mail, the protocol engines 311 and 321 
are not required. 

45 The arrangement in Fig. 3 is required to execute a program for generating a mobile agent in the slave sen/er 200. 
So long as the arrangement is one where an application program that is completed at the slave server 200 is executed, 
the agent sender 343, the agent monitor 353, the client API 350 and the client agent manager 370 may not bo required. 
And only a program execution section need be provided that executes an application program in such a manner that 
a change that is received from the mail interpreter 341 is reflected and that sends the results to the mail sender 355. 

so 

C. Preprocess 

The preprocess for performing the preferred embodiment of the present Invention will now be described, 

55 C-1 . Preparation and registration of tennplate 

A template is prepared and registered as a reprocess for performing the method of the present invent bn. 

First, a template is prepared by using a text editor. In the preferred embodiment of the present invention, the 
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template is a conversion file that changes a pattern program stored in the server 200, and then executes the program. 
Inthisennbodiment. an 9xplanation will be given for an agent preparation program. Table 1 shows an exannple template 
for the preferred embodiment of the present invention. 

(Table 1] 
[WAG] 

NdUie=Agentl 

Feature =Ho3tACC 

Pi-ogrcim=g :\mail\sendrT«i 1. .exe 

?r ogr amType =W3 2 EXE 

Programl^cation^REMOTE 

ProgramArgs-JL07 457 

ResultHandiing=NONE 

Capabil ity =<hoEtl tl > 

ReplyRGceiverID=OS2CLN 



25 The prepared template registered in the mail proxy 300. In the preferred embodiment of the present invention, a 

user interface shown in Figs. 7 and 8 is provided and can be registered in the following manner. 

First, Setup is selected from a menu bar on a mail proxy nrvain screen 500 (Fig. 4), and template registration is 
selected. Next, Add Is selected on a screen 530 in Fig. 7 tor registering a template. Then, when a template addition 
screen 650 in Fig. 6 is displayed, the name of a tennplate is entered in a template name box, and a file name is entered 

30 in a file name box by using a path to the location of the prepared template. An OK button is selected to validate the 
data entered. 

C-2. Preparation of mail keyword 

35 The temninals 211 and 213 prepare e-mail by using agent mail keywords, and send the e-mail to the mail proxy 

300. The mail proxy 300 employs the agent mail keywords to generate a mobile agent 240 and sends it to the ageni 
server 230. The keywords constitute the contents of the mobile agent. Examples of the agent mail keywords in this 
embodiment are shown in Table 2. 

40 

LTabie 2\ 

^TEMPLATE - "SENDMAIL" 
#DEST=^SRV 

''^ #ARGS=JL03 320 

#RESUI.T=AUTO 

#receivh;r=proxyi 



In the preferred embodiment of the present invention, "#template" is used either to designate the name of a temp late 
registered In the nnail proxy 300, or to directly designate a file name for the template and a path to the file In the mall 
proxy 300. 

For example, when a template name is registered In the mail proxy 300, "#template=''96tmair" is designated. To 
directly designate a file n^me of a template, "template= c:\nag\getnrkall.src' is designated. 

■#dest' is used to designate an agent server name or the name of a capability. When a server name is designated, 
■#dest=SERVER'' is designated. When a capability is designated. ''#dest=<capa1 >" is designated. 
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■tfargs'is used to set an argunriBnt in a user program as needed. In this case, "#args=arg1 arg2arg0'isde3igr»ated. 

'result" is used to designate how the resultant mobile agent is to be processed in the agent server 230. In this 
embodiment, when this keyA/ord Is not designated and when nothing Is designated In resulthandling In the file of the 
template designated by #template, the mobile agent is automatically returned. For example: "#result=auto" is desig- 
nated for an automatic return, ''#resutt=keep" is designated for holding the results at the agent se-ver 230. and Ve- 
sult=none" is designated for abandoning the results at the agent server 230. 

■Sreceiver" is used when the resultant agent is sent to another user. In this case, "#receiver=OS2CLN (client name 
registered in the agent server 230) is designated. 

In the preferred embodiment of the present invention, the following keywords are provided in addition to those 
shown in Fig. 2. 

■#fax" is used to designate a FAX number when the results of the mobile agent is output through the facsimile. For 
example, "#fax=03- 1234-5678" is designated. 

■#deliver" is a keyword for designating a FAX cover page. The keyword is used together with #FAX. In this em- 
bodiment the names of a path and a file are designated as "#deliver=c:\fax\covertxt." 

When keyword "file and #etlle" Is designated, a data file used by a program thai Is executed by a mobile agent Is 
prepared at the mail proxy 300 and is sent as a mobile agent to the server. The contents written between #nie and 
#efile are written h the data file. 

In the preferred embodiment of the present invention, the designation shown in Table 3 is possible. 

[Table 3) 
#l:ile=A.TXT 
roger 

#ef iie 

■#file=A.TXT' is the name of a data file prepared by the mail proxy 300, "roger" is a character string to be written 
out, and ■#eflle" Indicates the termination of the contents to be written. 

*#gel" is designated to acquire an e-mail present in the mail proxy 300 or a mobile agent present in the agent 
seryer 230. In this embodiment, "get=mair is designated to acquire an e-mail present in the mail proxy 300, while the 
designation shown in Table 4 is performed to acquire a mobile agent present in the agent server 230. 

[Table <l] 
lfg(=L=agerit srv 
#get=agent <3270> 

■get=agent srv" is used to designate a server name. "#get=agent <3270>' designates a capability that a server 
must perfonnri the function. 

In this embodiment, when an agent mail keyword differs from the contents of a template, the one that is designated 
later is given priority. Since the nriail keyword is satisfactory so tong as the mail proxy 300 can specify the type of mail 
by using the mail keyword, :he mail keyword may be a simple numeral or symbol. In addition, the mail keyword can 
be converted by the mail proxy 300 for easier processing. 

C-3. Sending of e-mail 

Assume that in the following example, the setup is performed as tcllows, 

(a) A client name set when the mail proxy 300 is installed is MAIPROXY. 

(b) The setup shown in Table 5 is performed to configure the system of the agent server 230. 



[Table 5] 



Alias for MAIPROXY 


User name 


User's password 


PROXY 1 


DSPD1 


DSPPASS1 
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[Tables] (continued) 



Alias for MAI PROXY 


User name 


User's password 


PROXY2 
PR0XY3 


DSP02 
DSP03 


DSPPASS2 
DSPPASS3 



10 



IS 



20 



(c) For registration of a user in the mail proxy, a user registration is correlated, as is shown in Table 6; with the 
setup ot the system conttguration for the agent server 230. In this ennbodiment, lor user registration a user interface 
in Figs. 9 and 10 is provided, and with this^ a user can easily register himself or herself. 

[Table 6] 







Mail receiver 


Mail receiver 


User ID 


Alias 


phone number 


password 


DSP01 
DSP03 


PROXY2 
PROXY1 


050-123-4567 
050-234-5S76 


DSPPASS1 
DSPPASS3 



(d) The phone number of the mail proxy 300 is 0462-12-3456. 

(e) Two terminals are provided, and an e-mail including an agent mail keyword describing the contents of a mobile 
agent is sent from one terminal; the resultant e-mail is received at the other. The phone number of the sending 
terminal is 050-123-4567 and its password is DSPPASSI, while the phone number of the receiving terminal is 
050-234-5678 and its password is DSPPASS3. 



25 



(1) First, an e-nnail including an agent mail keyword is sent from terminal 1. To obtain the result at terminal 2. the 
phone number of which is 050-234-5678, an e-mail shown in Table 7 below is prepared. 



30 
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[Table 7] 

rrom; 050-123-4567 
To: 0462-12-3456 
Dat:e: i997/04/xx 
Sub: Test 

H TET LATTi;= " SENDMAIi:. " 
#DE£T=SRV 
frARGSxJL033 2fi 
#RE£ULT=AUT0 
#R3CEIV71R=PR0XY1 



45 



55 



"From: 050-123-4567" is the phone number of the sender. "To: 0462-12-3456" is the phone number of the mail 
proxy 300, "#TEMPLArE="SENDMAIL"" is the template name, "#DEST=SRV'' is the agent server rame, 

"#ARCS=JL03320" is an argument for a user program, "RESULT=AUTO" is a method for processing the results, 
and "#RECEIVER=PROXY" " is an alias for the receiver of the results registered in the mail proxy 500. 

D. Generation and sending ot object 

The sequential processing perlonmed in the embodiment from the time an e-mail is received until a mobile agent 
is generated and sent will now be described while referring to the functional block diagram tor the mail proxy 300 in 
Fig. 3 and a f bwchari in Fig. 1 1 . 

The protocol engines 311 and 321 of the mail proxy 300 monitor the arrival ol e-mail (block 403). The necessary 
protocols for the e-mail, which are sent from the terminals 211 and 213. are analyzed and processed by the protocol 
engines 311 and 321 , and in this noanner, files having the e-mail form are generated. 
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The protcxol engines Oil and 021 notify the main handlers 010 and 020 of the arrivals of the e-mail (block 407). 
Upon receipt of this notification, the main hardlers 31 3 and 323 extract information for senders and the body portions 
Of the mail (block 409). When a return receiver is fixed, or a return receiver that is already registered is employed, the 
information for the sender does not need to be extracted. 

s The nnain harxJIers 31 3 and 323 send the extracted body portions of the mail and the extracted sender information 

via the mail API 330 to the mail interpreter 341. In the preferred embodiment of the present invention, the protocol 
engines 311 and 321 perform authentication before receiving mail from terminal 1. At this time, the password 
(DSPPASSI)thal corresponds to the phone number (050-123-4567) of the terminal 1 is employedto determine whether 
it is registered in the subscriber table 349 of the configuration 34S. 

10 Following this, the mail interpreter 341 of the mail proxy 300 receives the mail and analyzes the contents of the 

mail keyword written in the body portion (block 411). At this time, based on the mail keyword, alteration, addition or 
deletion of the contents of a template designated with #TEMPLATE Is performed. 

Assuming the contents of registered template SENDMAIL are shown in Table 8 below, 

[Table 8] 
[NAG] 

Name=Agentl 
Feature=HostACC 
Prog L" am- g : \iTiAil\ijcndmail . exe 
Prog rarnType -W3 2EXE 
ProgriiinLoc a t ion =REMOTE 
ProgramArgs =JL07 1 57 
RasultHandling=NotslE 
Cap.5biliLy = <host:ltl> 
ReplyIleceiverTD=0S2CLiN 

35 

In accordance with the agent mail keyword for the e-mail in Table 7, the contents of the file for the template, which 
is designated by ^TEMPLATE as the analysis results of the mail proxy 300, are changed as follows. 
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[Teble 9} 
[NAG J 

NAine=Agentl 

De3tination=:SRY 

De 3 1 inat ion Type = NAME 

Feat\jre = HostACC 

Program=g : V^ai J.\s endna i 1 . exe 

ProgrciinType=W32EXE 

PrograinLocation=REMO?E 

PrograinArgs= JL03 3 2 0 

Result Han d 1 ing =AUTOREtURN 

Capabil i ty = <ho8 1 1 1 1 > 

Rep ly Rec e i var 1 D= PROXY 1 



25 As is clearJy apparent, ■Destination=SRV" and 'DestinationType^NAME" are added to Table 8, and "Progra- 

mArgs=JL03320." "ResultHandling^AUTORETURN' and "Rep lyReceiverlD^ PROXY 1" are changed. 

The agant sender 343 receives the new template, and based on this template, prepares the mobile agent 240 by 
using the client API 360 (block 41 3). Although the method for generating a mobile agent using a template is well known 
to one having ordinary skill in the art, in this embodiment, a mobile agent is generated by updating the class or the 

30 property of an object oriented program that serves as a pattern. 

in this embodiment, the object oriented program that serves as a pattern Is employed as an object lor generating 
various agents. The idea of the present invention is not limited to this, and an object oriented program can be an 
ordinary one or a program that is not object oriented. In this case, an execution module can be newly generated by 
updating the class or the property of the object oriented program or by updating the source code, or a program that is 

35 changed based on the mail keyword can be executed by directly updating the execution module. 

As for a program that is not an agent generation program, when, for example, there are a customer file, a sales 
file and a customer list generation program pattern, the current location of a person doing outside work and the type 
of products are input as mail keywords at the terminal and are sent to the sen/er 200, so that it is possible to compile 
for that location a list of customers who bought products that correspond to the input product type. 

40 In this embodiment, based on the sender information obtained from the mail API 330. the agent sender 343 acquires 

a user ID. which is registered in the agent sender 230, and a password tor it from the user registration in the subscriber 
table 349, and adds the user ID and the password to the prepared mobile agent. 

To send the mobile agent to the agent server 230, from the telephone number (050-123-4567) of terminal 1. the 
mail proxy 300 employs DSPOl as the user ID for the agent sen/er 230, and DSPPASS1 as a password. 

45 The agent server 230 employs the user ID (DSPOl) and the password [DSPPASS1 ). which are registered when 
the system is built, to determine whether or not a user has been registered in the agent server 230. 

The generated mobile agent 240 is sent by the agent sender 343 via the client API 360, The request from the client 
API 360 is processed by the client agent manager 370, and as a matter of fact, a mobile agent is sent to a designated 
agent server (block 41 5), In this embodiment, since "SRV" is designated, the mobile agent is sent to the agent server 

50 230. Although in this embodiment the agent sen/er 230 is present in the same machine as is the mail proxy 300, an 
agent server present in another machine connected to the network can be designated. 

E. Handling the results obtained by processing an object 

55 The sequential processing performed from the time the results obtained by processing the mobile agent are re- 

ceived until an e-mail Is sent will now be explained while referring to the functional block diagram of the mail proxy 300 
in Fig. 3 and a flowchart in Fig. 12. 

The agent server 230 processes a received mobile agent 240. In accordance with the contents of a program 
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executed by the mobile ageit, a file in a host system 260, in a database 270 for the Lotus Notes, or on the hard disk 
of the server 200 is accessed to obtain a data file that includes processing results. 

When there data including processing results are available, the agent server 230 prepares a mobile agent 245 in 
which the results are included, and sends it to the mail proxy 300. 
s The client agent manager 370 of the mail proxy 300 wails until the mobile agent 245 that includes the results is 

received. 

When the mobile agent 245 that includes the results of the job is sent by the agent server 230 to the client agent 
manager 370, the mobile agent 245 is temporarily stored in the queue of the client agent manager 370. 

The agent monitor 353 periodically examines the queue of the client agent manager 370 by employing the client 
10 API 360 to determine whether or not a mobile agent is present (block 433). 

When the mobile agent 245 including the results o1 the job is present, the mail sender 355 extracts, from the mobile 
agent 245, data that serves as the body portion of the mall and that indicates the results (block 435). At this time, an 
alias, which is the return address for terminal 2 is acquired from the mobile agent 245, and based on the alias, the 
phone number of terminal 2 is obtained from user registration in the subscriber table 349 (block 437). 
15 The body portion and the phone number data are sent via the mall API 330 to the mall handlers 31 0 and 320. The 
data that serves as the body portion of an e-mail can be changed that it can be easily handled by the terminal. For 
example, it is possible to Iranslate data, to change the layout of data, to extract only the essential portbn of a document, 
such as a headline, or to delete data if the quantity of the data exceeds a specific value, or to divide :he data and send 
the head data to a designated destination and the rennaining data to a substitute destination. In addition, the data can 
20 be changed not to an e-mail but to a voice signal or a FAX signal, which is sent to a designated destination. 

The main handlers 31 3 and 323 acquire, from the mail sender 355. the return phone number of :emiinal 2 and the 
body portion of an e-mail. Then^ the main handlers 313 and 323 prepare the header for an e-mail and add it to the 
body portion to provide an e-mail (block 439). In this case, mail destination phone number "050-234-5678" is employed 
according to a mail keyword designated as ■#RECEIVER=PR0XY1 .' and "DSPPASSO" is used for authentication. The 
2S protocol engines 311 and 321 change the protocol as necessary and send the e-mail to the terminal 2 (block 443). 

F Others 

An explanation has been given for the present invention using an e-mail system. Since the present invention can 
30 be accomplished when the mail proxy 300 acquires a mail keyword, if, instead of the mail processing function, a well 
known voice identification function or a voice synthesis function is provided for the mail proxy 300, the present invention 
can be implemented not with an e-mail but with a telephone. In this case, only the mail handlers 31 C and 320 need be 
altered. 

That is, only a function for analyzing a voice signal that is input across a telephone line and for extracting a body 
35 portion including a mail keyword, and a function for synthesizing sound with the processing results and sending the 
synthesized data when the results are returned to a terminal need be provided for the mail handlers 310 and 320. 

Similarly the present invention can be accomplished not with an e-mail but with a facsimile by providing, instead 
of the mail processing function, a well known character recognition function and a FAX sending function for the mail 
proxy 300. In this case also, only the mail handlers 310 and 320 need be changed. 
40 In other words, only a function for analyzing a FAX signal input across a telephone line and for extracting a body 

portion including a mail keyword, and a function for converting process results into a FAX signal when the results are 
returned to a terminal need be provided for the mail handlers 310 and 320. 

As is described above, according to the present invention, provided is a computer system that can, by using only 
a currently installed e-noaii system, control a program to be executed by a server, even when special remote controlling 
45 software is not available at a remote controlling terminal. 

According to another aspect of the present invention, provided is a computer system that, v&)\\e not requiring 
special software, can obtain processing results from a remote controlled server by using only a current c-mail system. 

According to an additional aspect of the present invention, provided is a computer system that can remotely control 
a sen/er even when the memory capacity of a remote controlling terminal is small. 
50 According to a further aspect of the present invention, provided is a computer system that can remotely control a 
sen/er even when on an operating system there is a restriction such that a remote controlling terminal can not handle 
a file. 

According to still another aspect of the present invention, provided Is a remote controlling system whose employ- 
ment is not dependent on the platform of a remote controlling terminal. 
55 According to a still further aspect of the present invention, it is possible to reduce the input required by a remote 

controlling terminal tor the exercise of the remote controlling function. 

According to yet another aspect of the present invention, provided is a fast remote controlling system that reduces 
the quantity of data exchanged between a remote controlling temninal and a remote controlled server during a remote 
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controlling operation. 

According to yet an additional aspect of the present Inventbn, provided is a remote controlling system that can 
perform various desirable remote controlling processes. 

According to yet one further aspect of the present invention, provided is a remote controlling system that can 
5 dynamically alter a remote controlling process currently desired by a user and execute it. 

According to one mere aspect of the present invention, provided is a computer system thai can generate a mobile 
agent on a network by using only the current e-mail system and without requiring special software, and that can obtain 
information at another site oonnected to the network. 

According to still one more aspect of the present invention, provided is a computer system that can generate a 
10 mobile agent on a network even when the mennory capacity of a terminal that issues a processing request is small, 
and that can obtain infornnation from another site connected to the network. 

According to yet one more aspect of the present invention, provided is a computer system that can generate a 
mobile agent on a network even when on an operating system there is a restriction, such that a terminal for issuing a 
processing request can not handle a file, and that can receive information from another site connected to the network. 
15 According to also another aspect of the present Invention, provided Is a computer system that can generate a 
mobile agent on a network without depending on the platform of a terminal that issues a processing request, and that 
can obtain information from another site connected to the network. 

According to also an additional aspect olthe present invention, it is possible to simplify an input operation performed 
by a tenmtnal that issues a processing request, when a mobile agent is generated on a network and infornr^tion is 
20 obtained from another site connected to the network. 

According to also a further aspect of the present invention, provided is a fast remote controlling system for reducing 
the quantity of data exchanged, between a terminal that issues a processing request and a server that generates a 
mobile gent, during an operation involving the generatbn of a mobile agent on a network, and for obtaining information 
from another site connected to the network. 
2S According to also yet another aspect of the present invention, provided is a computer system that can execute a 

variety of processes a userdesires during an operation for generating a mobile agent on a network, and that can obtain 
information from another site connected to the network. 

According to also yet one more aspect of the present invention, provided is a computer system XhaX can dynamically 
change the processing a user currently desires and can permit a mobile agent to execute it^ when a mobile agent is 
30 generated on a network and information is obtained from another site connected to the network. 



Claims 

35 1. A method, performed in a server connected to a network generates a mobile agent from a received e-mail, com- 
prising the steps of: 

(a) detecting receiving of said e-mail in said server; 

(b) analyzing said e-mail and extracting agent generation information; and 

40 (c) generating a mobile agent according to said extracted agent generation information. 

2. A nnelhod as claimed in claim 1 whereby the contents of a stored template on the sender are changed by template 
change information included in the received e-mail, said method further comprising the steps of: 

45 (d) analyzing said template change information in said e-mail; 

(e) changing said contents of a template stored in said server according to said analyzed template change 
information; and 

(f) generating a mobile agent according to said changed template. 

50 3. The metlnod according to claim 2, wherein said template change infornnation are either 

receiver information concerning results obtained by executing said mobile agent; 
sub-routine specific Intormatton constituting one part of said mobile agent; 
argument information employed by said mobile agent; 
55 additional information relative to said results of said mobile agent; or 

resource specific Information for a resource executing said mobile agent. 

4. A method for receiving an e-mail and for executing one of the plurality of execution programs according to execution 



17 



EP 0 884 877 A1 

program specific intormation in the e-mail, performed in a server, the server connected to a network and storing 
a plurality ot execution programs, said nnethod comprising the steps of: 

(a) detecting receiving of said e-mail in said server; 
5 (b) analyzing types of said execution program specific information in said eHTiail; and 

(c) beginning an executior^ program corresponding to a type of said analyzed execution program specific 
information. 

5. A method for receiving an e-mail and for generating a mobile agent that is designated by agent generation template 
10 specific information and agent generation template change information that are included in said e-maiL performed 

in a server, the server connected to a network and storing agent generation templates, said method comprising 
the steps ot: 

(a) detecting receiving of said e-mail in said server; 

(b) analyzing said template specific hTorrmtlon and said template change Information fen said e-mail; 

(c) selecting, from among said agent generation templates stored in said server, an agent generation template 
corresponding to said analyzed template specify information; 

(d) changing contents of said selected agent generation template in accordance with said analyzed template 
change information; 

(e) generating a mobile agent according to said changed agent generation template; 

(f) executing said mobile agent and obtaining processing results; 

(g) converting said orocessing results into a formatted e-nnail; and 

(h) sending said resultant s-mail. 

25 6. A server, connected to a network and storing a plurality of execution programs, for receiving an e-mail and for 
performing one of the plurality of execution programs according to an execution program specific intornnation in 
said e-mail, said server comprising: 

(a) a mail handler for delecting receiving of said e-mail in said server; 
30 (b) a mail interpreter lor analyzing types of said execution program specific information in said e-mail; and 

(c) means for beginning an execution program corresponding to a type of said analyzed execution program 
specify information. 

7. A server, connected to a network and generates a mobile agent from a received e-mail, comprising: 

35 

(a) a mail handler for detecting receiving of said e-mail in said server; 

(b) a mail interpreter lor analyzing said e-mail and extracting agent generation information; and 

(c) an agent sender for generating a mobile agent according to said extracted agent generation information. 

^ 8. A server, as claimed in claim 7. further changing the contents of a template by using template change information 
included in said e-mail, wherein said mail interpreter analyzes said template change information in said e-mail, and 

changes said contents of a template stored in said server according to said analyzed template change infor- 
mation; and 

^5 said agent sender generates a mobile agent according to said changed template. 

9. The server according to claim B. wherein said template change information is cither 

(a) receiver information concerning results obtained by executing said mobile agent; 
50 (b) sub-routine specific information constituting one part of said mobile agent; 

(c) argument information employed by said mobile agent; 

(d) additional information relative to said results of said mobile agent; or 

(e) resource specific Information for a resource executing said mobile agent. 

55 10. A server, connected to a network to which a mail handler sends an e-mail having a format obtained by conversion 
and storing a plurality o' agent generation templates, said server conoprlslng: 

(a) a mail handler for detecting receiving of an e-mail having a mail keyword that includes agent generation 
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template specific information and agent generation template change information sent from a terminal; 
(b-1) a mail interpreter for analyzing said template specific information and said template change information 
included in said e-nfiail, and for selecting, from among said agent generatbn templates stored in said server, 
an agent generation template that corresponds to said analyzed template specify information, and 
(b-2} for changing contents of said selected agent generation template according to said analyzed template 
change information: 

(c) an agent sender for generating a mobile agent according to said changed agent generation template; 

(d) a client agent manager for sending said mobile agent and obtaining processing results; and 

(e) a mail sender for converting said processing results into a format for an e-mail. 

11. A computer readable nriemory containing a computer executable program in a sen/er, the sender connected to a 
network and storing a plurality of execution programs, for receiving an enmall and for executing one of the plurality 
of execution programs according to an execution program specific information in said e-mail, said program com- 
prising: 

(a) program code for instojcting said server to analyze said e-nnail and to extract said execution program 
specific information in said e-mail; and 

(b) program code for instructing said server to begin an execution program corresponding to a type of said 
extracted execution program specify information. 

12. A computer readable nnemory containing a computer executable program in a server, the server connected to a 
network and storing agent generation templates, lor receiving an e-mail and for generating a mobile agent that is 
designated by agent generation template specific information and agent generation template change information 
in said e-mail, said program comprising: 

(a) program code lor instructing said server to detect receiving of said e-mail in said server; 

(b) program code for instructing said server to analyze said template specific information and said template 
change Information in said e-mail; 

(c) program code for instructing said server to select: from among said agent generation templates stored in 
said server, an agent generation template corresponding to said analyzed template specify information; 

(d) program code for Instructing said server to change contents of said selected agent generation template 
according to said analyzed template change infonnation; 

(e) program code for instructing said server to generate a nriobile agent according to said changed agent 
generation template; 

(f) program code for instructing said server to execute said mobile agent and to obtain processing results; 

(g) program code for instructing said sen/er to convert said processing results into a format for an e-mail; and 

(h) program code tor instructing said sen/er to send said resultant e-mail. 
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